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BN3SHEC PABOTAET —
HO HACKOJ1IbKO OH SALLWMLLIEH?

MACLUTABbI ATAK B POCCINU

10000 53%

noaTBep>XOeHHbIX aTaK B MeCSHLl, — aTaK NMPMBOOAT K yTeuke
cpenHee e>xxemMmecayvyHoe KosimvyecTBO KOHcbmaeHuaribHbIX OaHHbIX
MB-nHumnpeHToB B 2024 roaoy no gaHHbIM Positive

no naHHbIM RED Security SOC Technologies

26 % 38 MJ1H

aTaK NMPoOxXoasaT vepes LiernovKy 3anvcem c PO, e-maiil,
MOCTABOK U NoapAagvnMKoOB Mo OdaHHbIM TenlechboHaMuM yTeKJ10 C HaYvas1a
MHdoopmMm3aLuunTa, RZD Partnher 2025 ropa no paHHbIM Cibit

Nneuroinform.ru


https://cisoclub.ru/red-security-soc-hakery-usilili-davlenie-na-kriticheskuju-informacionnuju-infrastrukturu-rossii/
https://3dnews.ru/1125370/39-mln-zapisey-s-personalnimi-dannimi-rossiyan-uteklo-za-pervoe-polugodie
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KNBEPVIOHWTOP — CEPBVMC OJ14 OLLEHKW
SALLUMLLEHHOCTUN KOMIMNAHNN OT KMBEPATAK

CKAHVPOBAHVIE PEI'YJ14PHDIE OKCIEPTHDbIE NMOHATHDIE
OT 20 MNHYT NMPOBEPKW PEKOMEHOALINU OTYETDI

NMEPBOE CKAHVNPOBAHWVE
BECITJ1ATHO, OAJIEE -

o 90 Q00




HALLIE PELLIEHUVE

KAK PABOTAET CEPBUNC?

OOBABDbTE IT-AKTVBbI OOXKOUNTECD NOJTYHUTE OTYET
KOMIMNAHNA OKOHYAHNA NMPOBEPKWU NMOHATHDbIV O0J14 BUSHECA

HanpuuMep, agpec cepBMC aBTOMaAaTUNYEeCKU cepB/C OTOOPA3UT peasibHVIO
canTta, CRM mnnn pomeH npoBepuUT NT-CUNCTEeMbI KapTUHY N NMOoKa)>KeT ypoBeHb
MOYTOBOIO agpeca KOMMaHUWU 3aLUUNLLEHHOCTU

KnéepMoHMNTOP BbIABUT YA3BNMOCTU, BO3bMET Ha Cebq pervisapHoe cCKaHpoBaHMe
N OpraHnN3VyeT npoBepkKy 3aLunTtbl UT-mHopacTpVyYKTVYPDbI




NMPEMMYLLUECTBA

KNBEPVMOHWTOP OJ141 BUSHECA

7
PErYN49PHbIAI MOHUTOPVIHI — BbIABJIEHVNE KPUTUHECKNX YTPOS3
KAKTEXOCMOTP OJ1A NT-CNCTEM N ONOCJIEAQCTBNN OO KNBEPATAKIN
KnéepMoHUTOP padboTaeT CepBuC NoKa3biBaeT, roe peasibHo
Ha NOCTOAHHOW OCHOBE: CaM MOTIYT «yOapUTb» XaKepbl
HaxoOomT HOBble crlabble MecTa N YTO caesiaTb, Y“TOObl O3HEC
N cpasy CUrHaJim3npyer. He OCTaHOBWJICA.

V4
ONMTNMMAJIbHOE COOTHOLLEHVE OLIEHKA PICKOB B LLNPPAX
«LEHA-KAHECTBO» N ANOCJIEOQCTBUNAX,

A HE B TEXHNHECKMNX TEPMVHAX

He HY>KXHO BHeOpATb CITOXXHVIO
nnaTdoopmMmy N HAHMMATb KOMaHOyV — UeTKme, NMoOHATHDbIE OTUETbI MOMOraloT
KnéeepMOoOHUTOP 3aKpbIiBaeT KJlloueBble NMPEUVHMMMATb O60CHOBAHHbIE
3a0a41 No npoBepKe YPOBHA 3aLLUUTDI vrpaBrieH4YecKume peLueHnsd
MaJ1oro n cpegHero 6maHeca B paMKax 6e3 norpy>xeHua B Vib-repMUHbI.

Pa3yMHOro orooy>KeTa.

SALLNTA BPEHOA
N KITMIEHTCKOIO LOBEPUA

CepBrc HaxoauT doeKoBble CanTbl
N YTEYKN YYBCTBUTESIbHbIX OaHHbIX,
KOTOpPble MOIryT NCMOoPTUTDb pernyTaunto
M NMPUBECTU K OCTaHOBKe bm3Heca..



TAPNDDLI

BALL KMBEPMOHWTOP

[0 TTOANTMCRE

[nga koMnaHWKU, KOTOPbIM BaXXHO AepXaTb [na 6u3Heca, roe KputuyHa 6ecrnepebonHas [nqa koMnaHWKW, KOTOPbIM HY>)XHa MakcuManbHas
UT-nHpacTpyKTypy Noa KOHTPONEM: pa6oTa cepeucos: (nouta, CRM, 1Cwn gp.): 3awmTa n nopgaepxka b-akcnepTos:
aBTOMaTUYECKM BbIABNAET YA3BMMOCTU npenynpexgaeT npobnembl, KOTOpble MOryT MOMHbIV KOHTPO/b BHELHEro nepuMeTpa — MOHUTOPUHE NY6NUYHBbIX
N YTEYKN OaHHbIX NPUBECTW K NPOCTOAM U NOTEPAM NT-pecypcoB, 0bHapyxeHne ya3BUMOCTEN U yTeueK AaHHbIX;
NO3BONAET CHU3UTb PUCKM aTakK YBEOOMIAET O HaOEHHbIX YrpO3ax 1 JaeT KOHCynbTauun Mb-cneunanmucToBs, KOTOPbIE MOMOTYT
6e3 Mb-cneunanucTa pPEeEKOMEHAaLMN Mo YCTPaHEHMIO pPa30bpaTbCA B HAUAEHHbIX YA3BUMOCTSX;
O3ET MOHATHbIE OTYETHI HaLlun NB-akcnepTbl NOMOryT pa3obpaTbCs, nogaepXkka B BOMPOCax COOTBETCTBUA TPEOOBaHNAM
C pEKOMEHAaLUNAMM. Kakne pUCku TpebytoT HeMeaNeHHOr o BHUMaHNA. 6e30onacHOCTM (BaxHO Anst paboTbl C KPYMHBLIMU KTMEHTaMM) .

CTAHOAPT NMPEMWMYM BCE BKJTIOYEHO

PerynapHasa aBToMaTMyeckas npoBepka

NT-MHPpacTpyKTypbI
YacToTa CKaHMpOBaHWA 1 MPOBEPOK eXeHeaenbHo eXxXeHeaesbHo eXxeHeaesbHo
ABTOMaTU4YeCKaa MHBEHTapM3aLms

BHELWIHENr O NepnMeTpa

BbiaBneHmne ya3BMMOCTEN M PUCKOB aTak v v v
OTcnexuBaHune nameHeHun T-pecypcos KOMMaHum v v v
MOHUTOPUHI KPUTUYHbBIX CEPBUCOB

P P P v v v

1 yBEOOMMEHNSA O NpobnemMax

MoncK yTeyek AaHHbIX v v v
MOMCK GULLIMHIOBbIX CaNTOB — v v
ABTOMATWYECKME OTHETI exeHenenbHo exeHenenbHo exeHenenbHo

onga pykosoautensa n T-cneupanucTa

PaclumpeHHble OTYETHI C peKOMEeHOaLLUAMM
onga pykosoauteneun, T-onpekTopos — eXeMeca4Ho eXeMeca4yHo
n W T-cneumanmcToB

PaclumpeHHble OTYETbI M aHannTuka no Vib-yrposam - v v

OueHKa ypoBHS 3allMLEHHOCTM BU3Heca

CepTudunkKaT C IKCNEPTHbLIM 3aKTHOYEHMEM MO YPOBHIO
6e3o0nacHOCTW ANd NoATBEPXAEHNA HAAEXHOCTU — v v
KOMMaHuW / ydacTusa B TeHaepax

YcuneHue nipopMaumoHHoU 6e3onacHOCTH

ba3oBas nogaepxka no Bonpocam 6e30nacHOCTH _ v v
1 COMPOBOX/AEHME MO Pe3yNbTaTaM CKaHUPOBaHMSA

PaclwnpeHHada nogaepxka, Bko4vaa KOHCYMbTaLnm
MO YCTPaHEHUIO YA3BUMOCTEN N peKoMeHOaLum

Mo yNny4yLlleHUIo YPOBHSA 3aLUULLEHHOCTU CETH
(BMpTYanbHbin CISO)




YTO Bbl NMOJTYHNTE

HALLV KJIVIEHTDI
MOJNTYHAIOT OUEBMAHDIE (oo i i
PE3YJIbTATDI

50+ oT 20 MimHYyT 95%

KpNTNUYHbIX NpooryieM MOXKeT Bpem4a, Heo6xooumoe Ha 95% cHm»XaeTcHa KorimyvecTBO
ObITb OOHAPVY>XEeHO 3a OOHO ON4a nposBeneHMAa aKerpecc- OLLINGOK N YA3BMMOCTEeN
CKaHnpoBaHue ayomTa cncrtembl npwv pervygpHoOoM CKaHNpoOBaHU

60% 100% +70%

Ha 60% cHmKaloTCcA 3aTpaThbl PekomeHOaL M Nno 3aKpbITUKO Ha 70%% pacTeT
Ha KNoep3aLlnTy B CpaBHEeHU KPUTUNYECKUX VA3BMOCTEN noBepuve KJimeHToB
C aJibTepHaTMBHbIMUW peLUueHNAMWU B C)KaTble CPOKU K BaLLel KOMNnaHnu




KTO Y>XE PABOTAET C HAMW/

KOMMNAHVN, KOTOPDIE HAM OOBEPAHAIOT

X0 @ UePHOIOJIOBK ﬁ L'J?éﬁ?:gm
HEALTH

Major” Familia START O, & ndeepc




PABOTAVTE BE3OINACHO 1 BE3 PYICKOB

Halla skcnepTnsa noarsep>KaeHa Bbl nonyyaeTe He NPOCTO TeEXHUNYECKME
MeXkayHapogHbiM cepTndomkatTamm OSCP, OaHHble, a YeTKMe peKoMeHOaumnm
CEH, CND, ISO 27001 Lead Auditor Ha a3blKe 63Heca

[Mpenaraem peLueHm4a nog BaLum npuopunTeTbl N3 pUTEenna, IormcTmKun,

— OT Pa30BOro ayomnTta 0o peryjdpHoro TppaHcnopTa, doMHAHCOB,
MOHUTOPWVHIaA 1 3aLUnNTbl KPUTUYHbIX MpoL.eccoB TerieKkomMm 1 gp. ccpoep




KUBEPMOHWMTOP

OABAWNTE OBCYONM,
AR SAWLWMTHTE EALL

g I-- I NPEOJIATAEM BMECTE HANTIW JTYULLEE OCTABUTDb
i o EE __= _ PELLUEHVE OJ19 BALLE KWNBEPBEE3OMACHOCTW 3ASBKY
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